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Art Unit: 2134 

DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1-32 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Hodgson et al, Pub. No. US 2002/0123972 A1 (hereinafter Hodgson). 

Referring to claims 1, 6, 9 and 11, Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for passcode 
authentication of a Primary Account Number (PAN), and configured to request a 
passcode corresponding to the PAN [paragraph 0062 and fig. 1-1 A, the STMS 30 
corresponds to ACS]; 

a front end Hardware Security Module (HSM) coupled to the ACS, and 
configured to receive the passcode and generate an encrypted passcode using a local 
encryption key [paragraph 0154 and fig. 1-1 A]; and 

a back end HSM configured to receive the encrypted passcode from the front 
end HSM and further configured to recover a clear form of the passcode, generate a 
back end encrypted passcode, and communicate the back end encrypted passcode to 
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an authentication network [paragraph 0057, paragraph 0061, lines 11-14 and figs. 1 
and 1 A, STMS 30 handles all the payment transaction request over the internet 18]. 

Referring to claim 2, Hodgson teaches a secure passcode authentication system, 
wherein the request for passcode authentication comprises a request for a Personal 
Identification Number (PIN) authentication [paragraph 0005, lines 24-28]. 

Referring to claim 3, Hodgson teaches a secure passcode authentication system, 
wherein the ACS is further configured to receive an authentication message from the 
authentication network [paragraph 0090, lines 6-20 and figs. 2A-2C]. 

Referring to claim 4, Hodgson teaches a secure passcode authentication system, 
wherein the ACS is further configured to generate a unique transaction identification 
and include the unique transaction identification as a hidden field in the request for the 
passcode [paragraph 0098, lines 5-7 and fig. 2C]. 

Referring to claim 5, Hodgson teaches a secure passcode authentication system, 
wherein the front end HSM is configured to generate a hash value based in part on the 
unique transaction identification, and wherein the ACS is configured to include the hash 
value as an additional hidden field in the request for the passcode [paragraph 0027 
and paragraph 0154]. 
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Referring to claims 7 and 25, Hodgson teaches a secure passcode 
authentication system, wherein the front end HSM comprises a software HSM 
[paragraph 0023]. 

Referring to claim 8, Hodgson teaches a secure passcode authentication system, 
wherein the front end HSM comprises a hardware HSM [paragraph 0023]. 

Referring to claims 10, 22-24 and 30, Hodgson teaches a secure passcode 
authentication system, wherein the first encrypted format comprises a Secure Sockets 
Layer (SSL) encrypted format [paragraph 0076]. 

Referring to claim 12, Hodgson teaches a secure passcode authentication 
system, wherein the front end HSM is configured to receive a cardholder encrypted 
passcode from a cardholder device [paragraph 0019, pin/pad is corresponding to a 
cardholder device]. 

Referring to claim 13, Hodgson teaches a secure passcode authentication 
system, wherein the back end HSM is configured to generate the back end encrypted 
passcode by generating a PINBLOCK using the clear form of the passcode and 
encrypting the PINBLOCK using an Acquirer Working Key (AWK) [paragraph 0073, 
DES or ATM is corresponding to AWK]. 
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Referring to claim 14, Hodgson teaches a secure passcode authentication 
system, wherein the authentication network comprises an Internet Payment Gateway 
Server (IPGS) [paragraph 0066, paragraph 0099, lines 18-20, IPGS corresponds to 
STS-MF 22 which is inside of the merchant server 20]. 

Referring to claim 1 5, Hodgson teaches a secure passcode authentication 
system, wherein the authentication network further comprises an issuer server coupled 
to the IPGS [paragraph 0060, lines 7-8]. 

Referring to claims 16, 20, 31 and 32, Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for Personal 
Identification Number (PIN) authentication of a Primary Account Number (PAN), and 
configured to generate a request for a PIN corresponding to the PAN [paragraph 
0062], the request for the PIN including hidden fields comprising a unique transaction 
identifier and a hash value [paragraph 0027 and paragraph 0154]. 

a front end Hardware Security Module (HSM) coupled to the ACS [paragraph 
0154], and configured to generate the hash value based in part on the unique 
transaction identifier [paragraph 0027 and paragraph 0154], and further configured to 
receive an encrypted PIN, decrypt the PIN to recover a clear form of the PIN 
[paragraph 0030], and generate a local encrypted PIN using a local encryption key 
[paragraph 0154]; and 
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a back end HSM configured to receive the local encrypted PIN from the front end 
HSM and further configured to recover a clear form of the PIN from the local encrypted 
PIN [paragraph 0057, paragraph 0061, lines 11-14 and fig. 1A], generate an Acquirer 
Working Key (AWK) encrypted PIN, and communicate the AWK encrypted PIN to an 
authentication network [paragraph 0073]. 

Referring to claim 17, Hodgson teaches a secure passcode authentication 
system, wherein the front end HSM generates the local encrypted key using a triple 
DES algorithm [paragraph 0154]. 

Referring to claims 18 and 21, Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for Personal 
Identification Number (PIN) authentication of a Primary Account Number (PAN), and 
configured to generate a request for a PIN corresponding to the PAN, the request for 
the PIN including an instruction to provide the PIN to a destination address [paragraph 
0062 and paragraph 0087, STMS 30 sends a follow up email to the email addressed 
used to register the PIN/PAD 16]; and 

a front end Hardware Security Module (HSM) having said destination address 
and coupled to the ACS [paragraph 0154 and paragraph 0087], and configured to 
receive an encrypted PIN, decrypt the PIN to recover a clear form of the PIN 
[paragraph 0030], and generate an Acquirer Working Key (AWK) encrypted PIN using 
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an AWK encryption key, and configured to communicate the AWK encrypted PIN to an 
authentication network [paragraph 0073]. 

Referring to claims 19, 27 and 28, Hodgson teaches a method for providing 
secure passcode authentication, the method comprising: 

requesting a Personal Identification Number (PIN) corresponding to a Primary 
Account Number (PAN) [paragraph 0062]; 

receiving the PIN in response to the request [paragraph 0062]; 

generating a PINBLOCK based in part on the PIN [paragraph 0073]; 

encrypting the PINBLOCK using a local key in a front end Hardware Security 
Module (HSM) to generate a local key encrypted PINBLOCK [paragraph 0073]; 

decrypting the local key encrypted PINBLOCK with a back end HSM [paragraph 

0030]; 

generating a back end encrypted PIN with the back end HSM [paragraph 0057]; 

communicating the back end encrypted PIN to an authentication network 
[paragraph 0005, lines 19-22]; and 

receiving an authentication response from the authentication network 
[paragraph 0090, lines 6-20 and figs. 2A-2C]. 

Referring to claim 26, Hodgson teaches a method for providing secure passcode 
authentication, wherein encrypting the PINBLOCK comprises encrypting the PINBLOCK 
using a triple DES encryption algorithm [paragraph 0026]. 
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Referring to claim 29, Hodgson teaches a method for providing secure passcode 
authentication, wherein the front end HSM comprises the back end HSM [paragraph 
0057]. 

Conclusion 

3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Yonas Bayou whose telephone number is 571-272- 
7610. The examiner can normally be reached on m-f,7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571-272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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